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Makes building multithreaded applications easier
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Class uj* Exposes the broken contracts in the library.
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Client

Developer

®
OOO

How many threads need to
be created?

What methods need to be
invoked?

What are the parameters to
these methods?

What is the schedule that
needs to be followed?

Challenges
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Story of the black box so far...

Randomized generation

Pradel and Gross, PLDI'12

Need a targeted approach to
reveal crashes

= = 9 (Crashes and Deadlocks

Targeted ge

Samak and Ramanathan,
OOPSLA14
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Samak, Ramanathan, Jagannathan IMEWEEY - = % Data races
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Il *
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+ Detecting crashes in a library requires:
+ Well designed multi-threaded clients

+ Specific thread interleavings
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Example from JDK 8

public int read(char cbuf[], int off, int len)

}

throws |OException {

synchronized (lock) {
ensureOpen () ;

try {

}

}

// returns on len <= 0

int avail = buf.length - pos;

f (avail > 0) {

iIf (len < avail)

avail = len;

System. arraycopy (buf, pos, cbuf, off, avail);

-

} catch (ArraylndexOutOfBoundsException e) {

throw new IndexOutOfBoundsException();

PushbackReader.java
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public int read(char cbuf[], int off, int len)

}

throws |OException {

synchronized (lock) {
ensureOpen () ;

try {

}

| assert(buf 1= nuII), ]
}
} catch (ArraylndexOutOfBoundsException e) {

}

|nt avaH

afrirne nn lan ~_ N

asSert(buf E nuI’Ig :

if (Ien < avall)
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Example from JDK 8

public int read(char cbuf[], int off, int len)

}

throws |OException {

synchronized (lock) {
ensureOpen () ;

try {

}

}
}

... J/ retnrne nn len <=0
int avail = assert(buf != null);
if (avail > v) 4§

if (len < avail)

avail = len-

assert(buf != null); 4— Fail this assert!
}
catch (ArraylndexOutOfBoundsException e) {
throw new IndexOutOfBoundsException ();
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Example from JDK 8

106 public int read(char cbuf[], int off, int len)
throws |OException {
107 synchronized (lock) {
108 ensureOpen () ;
109 try {
// returns on len <= 0

118 int avail = buf.length — pos;
119 it (avail > 0) { Evaluate to true
Don’t care -’ if (len < avail)

avail = lan-
122 assert(buf !'= null);
126 }
135 } catch (ArraylndexOutOfBoundsException e) {
136 throw new IndexOutOfBoundsException ();
137 }
138 }
139 }
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Example from JDK 8

public int read(char cbuf[], int off, int len)
rows |OException {

// returns on len <= 0
int avail = buf.length - pos;
if (avail > 0) {
if (len < avail)

avail = lan-

assert(buf !'= null);
}
} catch (ArraylndexOutOfBoundsException e) {
throw new IndexOutOfBoundsException ();
}

}
}

PushbackReader.java



Crash found by Minion in JDK8

3] )

|
p.close(); p.read(...) p.unread(’a’)

1152 : Tock(lock)

|

[ 153 : ensureOpen();

E 154 : if(pos == 0)

' | 156 : buf[pos——] = (char) c;
| 157 : unlock(lock)

107: lock(lock)

108 : ensureOpen();

118 : avail = buf.length—pos;
119 : if(avail > 0)

248 : super.close()
249 : buf = null;

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
122 : System.arraycopy(buf, ...) T ( NullPointerException )

PushbackReader.java



Crash found by Minion in JDK8

4] %)

p.close(); p.read(...) p.unread(’a’)
I
|
I
|
|
|
|
|
I
|
|
|
I
|
|

ORACLG. United States ¥+ Communities v  lama...

152 : lock(lock)
153 : ensureOpen();

154 : if(pos == 0)

156 : buf[pos—] = (char) c;
157 : unlock(lock)

107: log

Products and Services Downloads Store Support Education Partners About

Oracle Technology Network > Java > JavaSE > Community > Bug Database

Community JDK-8143394 : PushbackReader throws NullPointerException

Java Embedded
Java Card

Java DB

Java EE
JavaFX

248 : super.close()
249 : buf = null;

Details
Type: Bug Submit Date: 2015-11-16
Status: Resolved Updated Date: 2015-12-24
Project Name: DK Resolved Date: 2015-12-15

Component: core-libs OS: linux
Java Magazine Sub-Component: java.io CPU: x86
Java ME Priority: P3

Java SE Advanced & Suite Resolution: Fixed

Java SE Affected Versions: 5u65,9

Java SE Support Fixed Versions: 9 (hg9) #

Java Advanced
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Approach Overview

Static analysis
targets: locate assertions to violate and updates to fields
derive path conditions to reach target instructions
Dynamic analysis
obtain concrete data by executing provided tests
path conditions traversed, value of fields, etc
Constraint solvers

encode path constraints, read-write constraints, lock constraints and parameter
constraints using information from static and dynamic analysis

synthesize structure of new clients and schedules

Leverage the above components; iterate until target is reached
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Iteration - 2 : Concrete Execution

This execution still
does NOT follow the
plan of static analysis
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After a few more iterations...
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Execution!
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Implementation

Built on top of the sooT bytecode analysis
framework

Used the 73 constraint solver
Evaluated on open source Java libraries

Input sequential client: invoke each method
in a class once with random objects



Benchmark Information

Benchmark | Version Class name M|
cached] 0.4 CacheCleaner (C1) 3
classpath 0.99 BufferedInputStream (C2) | 10
guava 18.0 SimpleStatsCounter (C3) 6

hsqldb 2.3.3 DoublelntIndex (C4) 32
java.lang 1.7 StringBuffer (CS) 50
java.io 1.8 CharArrayReader (C6) 8

PipedReader (C7) 5

PushbackReader (C8) 11

StringReader (C9) 8

java.util 1.7 Vector (C10) 43
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Results

Class # of # of Schedule | Time Violations
Targets | Constraints length (sec) | Seq. | Conc.

Cl 2 254 37 21 0 1
C2 8 8189 25 70 2 6
C3 3 1898 43 10 0 2
C4 8 4105 10 94 4 4
CS 12 14646 116 664 5 1
C6 4 717 14 20 1 3
C7 10 3355 30 6 2 1
C8 23 7276 19 324 8 9
C9 4 900 20 21 1 3

C10 6 56045 74 120 0 1

Total 80 1350 23 31
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Results

Class # of # of Schedule | Time Violations
Targets | Constraints length (sec) | Seq. | Conc.
Cl 2 254 37 21 0 1
C2 8 8189 25 70 2 6
C3 3 1898 43 10 0 2
C4 8 4105 10 94 4 4
CS 12 14646 116 664 5 1
C6 4 717 14 20 1 3
C7 10 3355 30 6 2 1
C8 23 7276 19 324 8 9
C9 4 900 20 21 1 3
C10 6 56045 74 120 0 1
80 1350 23

31 crashes due to concurrency
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summary

Designed a directed synthesis of failing concurrent executions
Integrates testing, symbolic execution and static analysis
Validated on 10 well tested and popular Java classes
Detected 31 crashes .
Resulted in fixes (includes classes in JDK 8)

Total time for analyzing all classes is approximately 23
minutes

Maximum nested path conditions: 11, stack depth: 6



