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Dynamic Atomicity Violation Detection
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T1 T2

Previous (P)

Current (C)

Remote (R)

What is an atomicity violation?

1. Atomicity violation
2. R intervenes between P & C
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T2T1

What is an atomicity violation?

1. Atomicity violation
2. R intervenes between P & C
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Dynamic Atomicity Violation Detection

Dynamic AV Detection

Library Test

Atomicity violations

• Atomizer, POPL’04 
• AtomFuzzer, FSE’08 
• Velodrome, PLDI’08 
• CTrigger, ASPLOS’09 
• DoubleChecker, PLDI’14
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• Higher false negatives
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Dynamic Atomicity Violation Detection

Dynamic AV Detection

Library Test

Test synthesis

Atomicity violations

Goal of  this work
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Conundrum

Dynamic defect detection 
requires effective tests

Test synthesis requires 
some knowledge of  defects
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Problem Statement

How to synthesize multi-threaded tests that 
expose atomicity violations?
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Key Insight

Use data from sequential test execution to 
construct multithreaded tests
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  Challenge 1 : Identify accesses triplets
T1 T2 Tn-1 Tn

R W W R

W W R W

R W W R

R W R R

…

W R R W
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R

W

W

W

R …

… … … …
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Summary of Challenges

1. Identify access triplets

2. Identify the APIs to be invoked concurrently 

3. Set the context 

4. Use legal object instances
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a1.evaluate ( … )
a2.reset ( … )
a3.set (f1)
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a1.evaluate ( … )
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a3.set (f1)

assert(temp.g != null)

evaluate ( … ) {

   flag = (temp.g != null)

}

   temp = this.f

if(flag)

a1 a1.f
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}
   temp.g = null
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Identify access triplets

Input Sequential Test

a1.evaluate ( … )
a2.reset ( … )
a3.set (f1)

assert(temp.g != null)

evaluate ( … ) {

   flag = (temp.g != null)

}

   temp = this.f

if(flag)

a1 a1.f

reset ( … ) {

   temp = this.f

}
   temp.g = null

a2

set (F f) {
   this.f = f

}
a3
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Set the context

reset ( … ) {

   temp = this.f

}

evaluate ( … ) {

   flag = (temp.g != null)

}

   temp = this.f

set (F f) {
   this.f = f

}

   temp.g = null

assert(temp.g != null)if(flag)
g

f

f
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Desired object state
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  set(a1, v1)    
  set(a2, v1)
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Object Generation

evaluate:

set :

a1.evaluate (…) 
a2.reset ( … )
a3.set (f1)

set :

reset :

a1.evaluate (…) 
a2.reset ( … )
a3.set (f1)

a1.evaluate (…) 
a2.reset ( … )
a3.set (f1)

a1.evaluate (…)
a2.reset ( … )
a3.set (f1)

(o1, o2)

(o3, o4)

(o5, …) (o6, …)

Execute sequential tests for obtaining object instances
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Generated Test

o1.evaluate (…)

o1.set(o2)

o3.reset (…)

o3.set(o2)

Required Test Case !
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Experimental Validation

Implemented using the SOOT bytecode analysis 
framework

Evaluated on open source Java libraries

Invoked each method in a class once with random 
objects

Used our implementation of  CTrigger (Park et al., 
ASPLOS’09) for JAVA to detect atomicity violations  

* Replication package evaluated
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Comparison

ConTeGe : Pradel and Gross, PLDI’12

Omen : Samak and Ramanathan, OOPSLA’14

Narada : Samak, Ramanathan, Jagannathan, PLDI’15 
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Tests Generated
Class ConTeGe Omen Narada Intruder

 DynamicBin1D 9k 10 6 11
 StringBuffer 1.3k - - 8
 Vector 31k 15 - 6
 SkipCursor 274 - - 3
TimesyncClientExtension 174 - - 1
ApplicationStatistic 172 - - 1
PortalStatistic 165 - - 1
CompositeGraphicsNode 10k - 4 7
PerformanceMonitor 1.2k - - 2

53k 25 10 40
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Distribution of Tests
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Summary
Designed a directed approach to synthesize atomicity 
violation inducing tests 

INTRUDER: tool that incorporates the proposed design 

Validated using open source java libraries 

Helped detect harmful atomicity violations 

Negligible time overhead 

Tool: http://www.csa.iisc.ernet.in/~sss/tools/intruder/

http://www.csa.iisc.ernet.in/~sss/tools/narada/

